HHDPOPMAIIHUA
O MOIYISPHBIX CHeHAPHIX MOLICHHNYESCTBA ¢ HCIIOIB30BAHIEM ITH(POBBIX TeXHOIOIHI
I peKOMEHIYEMBIX HHCTPYMEHTAX 3alllTh

Kub6eparaku Ha KOMITaHHH, (akTeI
AHCTAHIMHOHHBIX XHINEHHH JIeHeKHEBIX CPeNCcTB Y
rpakmaH  (QHUKCHpPYIOTCS Bce damle, OpPH 3TOM
KpIMHHAJIBHBIE CXeMBl, B TOM 4HCIe IO BBIBOAY
HE3aKOHHO  IIOIYYeHHBIX  JOXOJOB,  IIOCTOSHHO
MEHAIOTCS. 3a IocleqHHe IIATh JeT KOIH4ecTBO
[IPOTHBOIPABHEIX JesHUI B yKa3aHHOH cjepe B IelIoM
no Poccnu Bospocno B aBa pa3za U ceffdac cocTaBlAeT
TpeTh OT BCeX 3aperHCTPHPOBAHHBIX MPECTYILTCHHI.
Bonpmmre momoBHHEI M3 HHX OTHOCHTCH K KaTerOpHH TSOKKHX U 0c000 ToXKkHX. OCHOBHOI MaccHB
MPUXONTCS Ha KPakM M MOITEHHIIecTRa.

[IponcxonsT yredKkH HepcOHAJIBHBIX JAHHBIX, KOTOPbIe HCIOIB3YVIOTCS IS (POPMHPOBAHUS TaK
Ha3bIBACMBIX «ITH(POBBIX TOPTPETOB» B MPOTHBOMPABHBIX Memsax. OTMedaeTcss pocT KHOepXHIIEHHH,
CBS3aHHBIX C IPHMEHeHHeM MeTOJa COLHAIbHOH MWHKeHepPHH, KOrJa IpakiaHe, KaK IPaBHIIO,
MEHCHOHHOTO BO3pAcTa, CaMH cOOOIMar0T cBeIcHNS o cebe MimaM, mpeacTaBIARNNMC COTPYIHUKAMA
TOCYZapCcTBeHHEIX OpPraHOB MM OaHKOBCKOTO cekTopa. CaMble pacIopocTpaHeHHEIE CIOCOOEI
HEMPaBOMEPHOTO 3aBMaeHNs MeHEKHBIMH CPeJICTBAMI COMPSIKEHBI ¢ cO3MaHNeM (aTbITIBEIX calfiToB, a
TAKJKe ITOJIY4eHHeM JOCTYIA K KOH(PUIeHIHATBHEIM JaHHBIM I10Ib30BaTeNIell.

B ocHoBHOM Takas BapHaTHBHOCTBH pealn3alllll IPecTYIHBIX HaMepeHHI HCXOIUT M3-3a pydeia,
BKII0OYas KOJ-HEHTPbl, HaXoJsiHecsi HA TePpPHTOpPHH YKpamHbl. KpoMme TOro, KHEeBCKHMH
CHENCTYKOAMH  HCTONB3YIOTCA  CXeMBl  3amyTHBaHMA  JKEPTB  HECYIIECTBYIONIHNM  YTOTOBHBEIM
mpecieoBaHHeM 1HO0 HOAroBoi (pIHAHCOBOH 3aBHCHMOCTBIO. JTO 3aKAHYHBACICA COBEPIICHHEM
HOCIeTHHMHI INPecTYIICHHH IPOTHB OOIIecTBeHHON Oe3omacHocTHn. PHrypaHTaMH IO TaKHUM JelaM
HEPEMKO CTaHOBATCS BBICOKOOOpaA3OBaHHBIE IIOMH, KOTOpPble CcaMH TpH3BaHBI  (OpPMIPOBATH

3aKOHOIIOCIYIIHOE IIOBEACHIIC.

Kaxk noka3ano coOcTBeHHOE HccleOBaHIe IPYIIIEI
komnaHuii «COep», npoeenénHoe B 2023 roxy, Ha
Yxkpante meiicTBoBano Oomee THICSIH MOTIEHHHYIECKHX
KOII-IIEHTPOB, B KOTOPHIX 3ameiicTBoBaHO mopszaka 100
Teicsu denoBeKk. [Ipmmepro 300 TakmxX KoOMI-IIEHTPOB
cocpenoTodeHH B JIHeIpe — Tak Ha3bpIBaeMOIl «CTOIHIIE»
TenedoHHOrO MomIeHHMYecTBa. [0 maHHEIM OaHka, 92%
3BOHKOB IIPeCTYIIHHKOB HampaBieHsl Ha Poccmro, a
ocTaBmHecs 8% TOTYYAOT JKATETN JPYTHX CTpaH,
o B npenmymectBeHHO [lompmm, ['epmannn n Kasaxcrana.
Jloxoms! MAYT Ha MUYHOE 0OoTaleHne 1 3aKyIKy BOOpYKeHnsa mpoTus Poccuir.

Oonapyxkennas «COepom» 0aza JaHHEIX HoKaszana, 4To 212 KowI-ueHTpPoB (HA TOT MOMEHT)
VIPaBIATINCh TPeMd TOIOBHBIMH IIeHTpaMH II0 Moaenn (paHmH3bl, a HHPPACTPyKTypa IUId HX
IeATelbHOCTH  cocpeforodeHa B Hmpepmammax u  Tepmamnum.  IlpecTynmHukm — HCHONB3yIOT
npodeccrnonanpHele  CRM-cmcTeMEl 171 yOpaBleHHS 3BOHKaMH M (QUKCHPYIOT B HHX CYMMEI
YKPageHHOrO.

CpenHuil komnm-neHTp noxumaer 40 TeIcSY DONNMAapoB B MecsIl, a COBOKVIHEII ymmepd ot
nmeatenpHOCTH 212 KOMI-mIeHTpOB, pabortaromux mo ¢panmmse, B 2023 roay moctur 100 MummmoHoB
nonnapoB. TumoBoil Koma-neHTp coBepmiaeT /0 ThIcAY 3BOHKOB B JOeHbP M HacuyuTeiBaeT go 100
«OTIepaToOpPOB» B OJIHY CMEHY.

MOHHTOPHHT MOIMIEeHHAYIECKHX ¢XeM H CH0CO00B 3aIIHTHI OT HHX

Yrobbl He CTaTh KepTBOI Tele)OHHOTO WIN UHTEPHET MOMICHHMYECTBa HE0OX0aMMO
CBOEBPEMEHHO OTCIeKNBATh ICIOIb3VeMble 37I0YMBINIIeHHIKAMHI MOIIeHHHYeCKHe CXeMBI, a TaKke
mpennaraeMele CHOEMATICTaMI OAHKOBCKOTO CeKTOpa, MPaBOOXPAHUTETRHBIX OPTaHOB M IOPICTOB
HHCTPYMEHTEHI 3aIlUTEl CBOUX cOepesKeHMHIl.

Bamemy BHHMaHHURO TpemmararTcs Hambonee pacnpoctpaHéHHeie B 2022-2023 romax Takie
CLEHaPUIL.



«BaroTHBIE OTpAHHTEHHS»

Ilocmennme mBa roda MOIMEHHHKH 3allyVTHBAIN CBONX IIOTEHINMAIBHBIX SKePTB HE TOIBKO
HECAHKIINOHHPOBAHHBIMI TIEpPeBOaMI I ohOopMIeHHEM KPEINTOB, HO H IMPHUBSI3BIBATINCE KO BCEM
HOBOCTHBEIM T10BOJIaM. ['oBopmin 00 yrpo3e B CBfA3HM ¢ OTKIO4YeHHeM oT cucreMmbl «CBudt», 00 yxome
Visa n Mastercard, o medunure BamiOTBI, 00 yrpo3e JeHbraM Ha BKJIAAaX, T.e. HCIOIL30BATH BCe
BO3MOKHBIC HH()OPMAIIHOHHEIC TTOBOIBI.

MonreHHUKN 3BOHILTH ITOTEHIHATBHBIM JKepTBaM, IMPEICTaBIANICh PaOOTHHKAMH OaHKOB ILTH
OOMEHHBIX IIYHKTOB H COOOINATH, YTO €BPO U JOJUIaphl BOT-BOT IIePeCTaHYT BBIIABATh IUTH H3BIMYT W3
obpamenus. JlroaaM mpemrarann mepeBecTH ASHBIN HAa HEKHI «CHEIHATbHEBIN CYeT», HO OIS 3TOro
HY/KHO OBLTO CKa3aTh 10 TelepoHY OAHKOBCKIE JaHHBIE, ¢ IMOMOIIBEO KOTOPHIX MOIIEHHHKH MOTOM
MIepeBOANIN CPeACTBa Ha CBOI cUeTa.

[TomunTe, 9T0 OAHKHM He 3aIpamnBarT (UHAHCOBYIO HH(OPMAIIIO KINEHTOB MO TeledoHY,
[IO3TOMY caMoe Jy4lliee pellleHne B 3TOH cuTyalii — OpOCHTh TPYOKY M HailTH BCO uHG(popMaIiimo
camocrtositenbHo. Y banka Poccni HeT IIaHOB H3BIMATE cOepelkeHns HU B PyOJIsiX, HU B BallIOTe.

000 BcexX BaTIOTHEIX OrpaHMYEHHNIX MOKHO V3HATH Ha caliTe (UHAHCOBOTO MapKeTILTeiica
bankn.py, a ecain BO3HHKHYT COMHEHHS, TO IpekIe UeM COBepIIaTh OMNepalllio, MOXKHO YTOYHHTH
HH()OPMAIIITIO Ha «TOpSIeil TITHII».

((MOﬁHJ]HSa[[HH»

OZ[HOBpeMeHHO C Har"eTaHHIEM HCTCpHH O BO3MOIKHOIT MOﬁI‘IJIII'SElH[II'I pacIIpocTpanidlIlNChk IIBE
CXEeMBbI MOIMIEHHUIECTBA — IMMOJACTbHBIE MOKYMEHTBI 1 CI)IIH_[IIHI'.

B IIepBOM cClIydace B HHTCPHETIC [daxKe IIOABIIICH CaﬁTBI, KOTOpBIE MAaACKIHPYIOTCA IO BHIOM
CEPBHCOB IIO0 H3IOTOBICHHIO JOKYMEHTOB. KpDMe TOro, TeM, KOro MOrIiai MOﬁHJ’IHBOBHTb, IIHIcailn B
MecCCeHIKepax C IMOXOKRUMHI IPEeITOMEHITAMII.

3a MEIUIIHCKYIO OTCPOYKY HIH CIIPaBKY C <<6p0HBEO)) MOIMICHHUKH IIpedjIaraill 3allllaTUThL OT 20
o 65 ThIC. pyﬁﬂel"-{. ITocne omnaTel moaaeTBLHEIN JOKYMEHT MOT'VT HE OTIIPaBHTE BOBCE, HO JasKe €CIIII OH
MNPHUACT, II0JIB30BAThCA TAKIIMI CIIpaBKaMII YT'OIOBHO HaKa3yeMo.

KpOMe TOT'O, PCTHCTPHUPOBAIICE ClIVYall, KOI'Ta MOIICHHHIKIT ITPHXOIITII JIOMOIT K TOTeHIIATHHBIM
HEPTBaAM AKOOBI ¢ ITOBECTKOII. IIeTIOBeKy Ipeaiaaraill 3a OCHBIT HE BpyYaThk €€, a HHaUC IIPHIACTCA
ABHTLCA B BOCHKOMAT. l_[paB,:[a, MAaccCOBOII 3Ta IIpaKTIIKa TaK II HE CTalla.

B ciaydae c d]I’IHII-IHl'OM COGI{]J?IJI[-ICB JINYHBIE JaHHBIC. C]JEIB}F mocie 00BABIEHHON MOOMII3AINHT B
HHTepHeTE HMOSBIUIACH SIKOOBI Oasza JaHHBIX T'paKIaH, KOTOPBIX TOCYIAapPCTBO INNIAHHPYET MOOHITI30BAaTh.
Ha camom nene HOL[DﬁHOl"O CIIHCKAa B OTKPBITOM JOCTYIIE HET. MomeHHIKHT MAHHUITYIUPYIOT CTpaxoM H
BBIJAIOT JIOXHBIE [OJAaHHBIC 3a ,L'[eI."‘ICTBI’ITEI[I)HBIE1 Impeniarad 3a OeHbI'H «HCKIIoUeHIle I3 CIIIICKOB
MOOITI30BAHHEIX .

BTOpOIU-I METOO: OdaTh CCBIIKY Ha AKOOBI ITOTHBII CITIICOK, a Ha caiite ViKE 3allpOCHTh JIHYHBIC
JaHHBIC 11 6aHI{OBCI{yEO I-IHCl]OpMﬂLIIIIO ¥ IIOTEeHIIHAIbHOI KCPTBHBI. HepeBO,E[I-ITB JEHBI'N I IIEPEeXOIUTh IIO
TaKIIM CCBIITKaM HE€ CTOHT.

«MomeHHATeCTBO M0/I BH/IOM roCy/IapCTBEeHHBIX OPraHoB)

3TO MHOTOYPOBHEBBIE CXEMBI 3BOHKOB C yUacTHeM SKOOBI MPaBOOXpPAaHNTETbHBIX OPTaHOB, baHKa
Poccun i KpeuTHBIX VIPEKIeHIIIl.

Yarre Bcero roBopsaT 0 HekoeM Oe3omacHOM cuere B [[eHTpoOaHKe, HA KOTOPBIH HYKHO CPOYHO
MepeBecTH CPeJICTBA, KOTOPBIM SKOOBI TPO3UT XuieHne. KpoMe Toro, mig yoOeInTeTbHOCTH TPUCHLTAKOT
UeIoBeKY B MeCCeHDKep W Ha AIeKTPOHHYIO MOYTY HJOKYMEHTHI HIH YIOCTOBEPEeHI C JTOTOTHIIOM I
meuaTbio banka Poccrn. Takxke adepncTel MOTYT IIpHCIaTh CKaH-KOIMEO 3a9BIICHIS O 3adBKe HAa KPeIHT
AK00BI OT nuua kepTBH ¢ ero ®MO u mogmenpHoil moammcko. Co CTOPOHBI BCE 3TO BBIMISANT OYEHB
npapaonogodHo. Kpurnueckoe MpINIIeHNne Y KePTB NPH HCIIOMB30BAaHNN TAKUX IMPHEMOB CHIKaeTc.

ITomunte: bamk Poccun He pabotaer Hampamyro ¢ ¢msaumammo. [lo cBoell HHIIIMATHBE €r0
COTPYIHUKI HE 3BOHAT TpajklaHaM, HE PacChLTIAIOT UM 3IeKTpoHHble mmchMa H CMC-coobmreHus.
Perynsarop He o6cayKHBaeT i1 He OTKPHIBAET cueTa (I3

B Takux cinygasx HeoOXOIMMO cpa3y KIacTh TPYOKy, a Takke He Ha3blBaTh CBOH IIHYHBIE U
OaHKOBCKUe JJaHHbIe BHE 3aBHCHMOCTH OT TOT'0, KaK MpeJICTABIIICS YelloBeK 110 Teledony.






«Bparmble MOIICHHHYICeCTBa»

C HCcHoIp30BaHHEM CETH HHTGPHCT (HpeI-IM}’TJ.[eCTBeHHO Ha caillTax BHaKOMCTB) IIPECTYIIHHKHI
Bb]ﬁ[lpaIOT JKEPTBY, HATAXKHBAKOT C HIM 3JICKTPOHHVIO IIEPEIIHCKY OT IMCHIH ICBVIIICK, OGCI_HEIH IIpHueXaTh
C IOeIbI0 CO3JaHHA B 6}"2[}’1.[[@)1[ CeMBII. 3aTeM II0J Pa3sIMYHBIMHI IpedIoraMIl «HEBECTBI» BBIMaHHBARKT
JCHBI'HL (Ha JIeducHIIe, IIOKYIIKY MOOIIBHOIO Teﬂe(i)OHa, npnoﬁpeTeHne 6[‘1TI€T0B1 OIlIIaThbl BH3BI H T.,E[.).
HBPEHIICI{B BeaeTcsd Iri1aBHbBIM 06[)21'301\{ CTYJACHTaMH JIHHI'BHCTHYECKHX BVY3os.

HanpaBﬂeHHme AHCPTBaAaMH IOCEHBIHT IIPECTYIIHHKHN IIOJIYVYAaKOT Ha IIOACTAaBHBIX JIHII. ITocne
I[MOIYYEeHUId CPEeACTB IIepelIllcKa 10O Pa3JIIIHBIMII ITPeJIoraMi [IpeKpaniaeTCcA.

«IIpHOOpeTeHHE TOBAPOB H YCJIYT MocpeAcTBOM ceTH MHTEepHET»

[Ipu nokymke B HHTepHET-MAara3mHax, IpakJaHe 4YacTO HEeBHHMATENbHBI, YeM U MOIb3YITCS
MomeHHUKH. OOBIYHO cXeMa MOIIEHHIYeCTBAa BBIINIAANT TaK: CO3MaéTcs CalT-OOHOCTPAHNYHUK, Ha
KOTOPOM BBIKJTAIGIBAIOTCS TOBaphl OJTHOTO BI3YAIBHOTO MPH3HAKA.

Ilema Ha TOBaphl OOBIYHO BechbMa IIPHBIEKAaTelTbHAS, HILKE CPeIHEPHIHOYHOH. OTCYTCTBYIOT
OT3BIBBL, MIHIIMaJIeH HHTepelic, yKa3aHbl CKYIHBIe KOHTAKTHBIC JaHHBIC. Ualle Bcero Takie HHTePHET-
Mara3suHel pabGotaror mo 100% mnpegomate. Ilepemmcka o mpHoOpeTeHHH TOBapoOB BedeTcs C
[CIIOTB30BAHNEM 3TI€KTPOHHBIX TOYTOBHIX SIIIIKOB.

[To 1mOroBOopeHHOCTH € TPOJABIIOM JEHBIH TEepPedNCIAIOTCA, KaK TMpaBMIIo, 3a TPAHHIY depes
«Western Union» Ha IMeHa pa3IHYHBIX JTI0Jell, IOCIe Yero IICeBI0-IPOIaBell Hcue3aeT.

«KpHK 0 moMomm»

OnuH 13 caMbIX HITHIYHEBIX I PaCIPOCTPAHEHHEIX CIIOCOOOB XIIIEHIS TeHeKHBIX CPEICTB.

B unTepHETe mosBIseTCs Aylllepa3iupalomas HCTOpHs 0 0oph0de MaleHbKOro HelloBeKa 3a JKI3Hb.
Bpems naét Ha wacel. CpoYHO HeOOXOIUMEI JOPOTIe TeKapcTBa, olepalis 3a rpanmmeii u 1.4. [Ipocsar
OKa3aTh MIOMOIITb BCceX HePaBHOIYIITHBIX U IIePeBECTH JeHBIN Ha YKa3aHHBIC PeKBI3HTHL.

31ech BaKHO MpekIe IeM IepeBOINTh CBOH [EHBIU, MPOBEPHTh — HMEIOTCSI JIH KOHTAKTHBIC
JOaHHBIE IS CBS3H C POJUTENSMI (POJICTBEHHIKAMI, olleKyHaMI) peGénka. [1o3BoHNTe 1M, HAllAITe UX B
corcersx, moodmaiTech n yoenurech B 4eCTHOCTH HaMepeH NIl

«OHmHEAr»

SBngeTrca HamOoIee OMNACHBIM I CaMBIM PacOpOCTPaHEHHEIM CIOCOOOM MOIIEHHHYECTBA B
nHTepHeTe. CyTh 3aKIIO4aeTcsd B BRIMAHIBAHIN Y JK€PTBEI Mapoeil, MHH-KOA0B, HoMepoB 1 CVV-koao0B.
CxeM, KOTOpBIe IOMOTAKT MOINIEHHUKAM TTOJYYHTh HYKHBIE CBEJIeHHS, OYeHb MHOTO.

Tak, ¢ HOMOIIBIO CHaM-PacCEIIOK IMOTEHIINAIBHEIM JKepTBaM OTHPABISKTCSA IIOMIOKHEIE IIIICEMA,
SKOOBI, OT IMEHI JIeTalbHBIX OPTaHM3aIlil, B KOTOPBIX JaHEI YKa3aHIA 3aiiTH Ha «calT-IBOMHNKY» TAKOTO
yUpeKAeHNS I MOATBEPANTH MapOIIH, MIH-KOIBI I APYTYIO MH(OPMAIIIIO, HCIOIb3yeMYI0 BIIOCTIEACTBUI
3IOYMBIILIEHHIKAMII IS KpakKH JeHer co cdeTa KepTBEL. JlOCTAaTOYHO pacIpoCTpaHEHHBIM IBISETCS
npeokeHne 0 padoTe 3a IpaHHIell, YBeIOMIIEHHE O BBINIPEIIE B JIOTEPEH, a TakKe COOOIIeHHI O
MOTYYeHNH HaclIeACTBa.

«HurepuiickHe MHCHLMAa»

Taxske OONH I3 caMBIX PAacHpPOCTPAHEHHBIX BIIOB MOIIEHHNYECTBA, KOIIa JKEPTBA IIOJIYYAeT Ha
CBOKO IIOYTY IHCHMO O TOM, 9TO SBJISETCS CYACTIMBBIM 00/ajaTerieM MHOTOMIULIHOHHOTO HACIIe/ICTBA.
3aTeM MOIIEHHHIKHI IPOCAT V IIOIydaTeIs MIChMa MOMOINN B MHOTOMILLIIOHHEIX JeHEKHEIX OIepaIuax
(monydJeHUe HacTIeCTBA, IEPEBOJ ISHET I3 OJHOIH CTPaHEI B APYIVIO), 00emas MPONeHT OT CISIK.

Ecnn momy4yaTtenb coraacHTCs Y4acTBOBATh, TO Y HErO IMOCTENIEHHO BBIMAHHBAIOTCS AE€HBIT SAKOOBI
Ha OIUIAaTy cOOpOB, B3ATOK YITHOBHUKAM H T.IL.

«bpokepckne KOHTOPbHI»

C mauana texymero roga B HIIb Wurtepmona MBJI Poccnn mabmiomaeTcs 3HAYNTENBHBII pOCT
KOJTITYecTBa oOpaleHnii rpak/iaH, IOCTPaJaBIINX OT JeHCTBUI OPOKEePCKIIX KOHTOP.

B wactHOCTH mMeeTcs mHpoOpMAIS O TAaKIX HEJOOPOCOBECTHBIX OPOKEPCKHX KOMITAHHSX, KaK:
«MXTrade» m « MMCIS».



Jna Toro, 94ToOBl He MOTepATH CBOH IeHBIM IOpH BEIOOpe OpoKepckoil KOMIAHHHN HeoOXOINMO
obpamaTe BHIMAaHIE Ha ClIeJyHOIIle NPH3HAKH, KOTOPBIe XapaKTepH3yIT KOMIIAHHIO-MOLICHHIKA:
obemmaHITe BEICOKIX IIPOIEHTOB, OTCYTCTRBIE PETICTPAIIII, obellaHIe cTabIIbHOI IPHOEITH HOBITKAM —
Tpeligepam.

Ilepen TeM, Kak JOBEpHUTEL CBOII KallTal, BHIMATEILHO H3YUHUTE He TONBKO HHTEPHET-PeCYPCHL, HO
1 oUIHATEHYI0 HH(OPMALIIIO 0 OpOKepe I €ro perilaMeHT.

Baxno! IloMHNTe, 4TO HHBECTIPOBAHIE, IpeanaraeMoe Ha VCIOBIAIX OpoKepcKoil KOMIIAaHHM,
BCErJa fABIASTCA BEICOKO PHCKOBAHHBIM JaXke IIPH HAIHUINHI Oe3yNpedHoil pemyTanun OpoKepcKoil
KOMITaHMIL

Cnoco0bl 3aIMHTHI OT MOIIEHHHTECTBA

Jons BosBpata cpe/icTB OaHKAMII KIMEHTaM, KOI/Ia MOC/IeIHIIE CAMOCTOSTEIBHO IEPEBOIST ICHBIT
ajpepucTaM UM OTKPBIBAKOT HM JIOCTYII K CROEMY CHETY.

Ceiiuac OaHKH 1o 3axkoHy «O HAIMOHAIBHOI INTATEXHOIH CHCTeMe» He 00S3aHBEl BO3BPAINaTh
IeHBIH B ATHX cIyuagx. bank PoccHn BMecTe ¢ YUACTHHKAMH PHIHKA H SKCIEPTAMH IpeaTaraeT BHECTH
II3MeHeHIA B 3aKOHOJATeThCTBO. YTOOBI THOIH MOITIH PAcCUHTHIBATL Ha BO3BPAT CPeICTB Jajke TOTIA,
KOrjaa nx oOMaHVIII ¢ IOMOIIBI0 COMHATRHON HHKEHEPIT,

bank Poccun Beger Oa3y o ciiydasX M IONBITKAX HePeBOja JIeHEKHBIX cpe/cTB Oe3 coriacus
KANeHTOB. B Hell akKyMyIHpyIOTCS JaHHEIE W3 OaHKOB, B TOM HICIE COJEP/KATCA CBEIEHHI O
JPONIEPCKNX CYeTaX, KOTOPBIE 3I0YMBIIUIEHHHKH HCHONB3YIOT JUISE BBIBOJA M CHSTHS HOXHINEHHBIX
CPEeICTB.

MexaHn3M BO3MeNIeHH TPAKIAHAM NOXHIEHHBIX 3JI0YMbIILIEHHHKAMH CPEICTB

Ecmn 6ask-otnpaButens monyumn nHbopwMammio n3 6asel @url[EPTa, HO He y4uen ee B cBOMX
Om3Hec-poreccax I COBEPINIIT HEePeBOI HA TaKoH cueT, To OH OyaeT o0g3aH BEpHYTH KIICHTY
MOXHUINEHHYID CYMMY, Ta)ke B CIyYagx, KOTJIa XHIMIeHNEe IMPOM30ILI0 C HCIOTB30BAHHEM METOMO0B
CONNATHHOI HHKEHEePUL.

Kpome toro, bamk Poccun BHeopseT Taxk Ha3bIBaeMEBIH «IIepHOI OXTaXISHI», Korga Vy
rpaxaaHnHa OylZerT Bpems 00IyMars I OLEHHTH COBepllaeMble jeiicTBus. baHK-IIaTelnblink OyiaeT
00s3aH Ha JBa THS IPHOCTAHABIIBATH 3a4CICHHE IeHEeTr Ha CcUeT, HH(POPMAIHI 0 KOTOPOM COIEePKITCS
B Oase banka Poccim. PopmansHo 0aHK He Hapymmr mnpaBa T10OpPOCOBECTHBIX TpakIaH I
3aKOHOJATeIBCTBO, MPIOCTAHABIIEAA [IEPEBO, MOCKOIEKY 110 3aKOHY IEPEBOJ COBEPIIACTCI B CPOK IO
Tpex pabounx mHeit

Kpome Toro, mpoBepATh OmepalNI0 HA MPH3HAKHI MOIISHHHYeCTBA JOLKEH H OAHK-IIONYYATelh.
Ecam oH BUAWT, YTO JeHBIN MEPEUNCISIOT HAa CUET, cojepikamuiics B 0ase peryisropa, TO v OaHKa
JODKHO OBITH IIPAaBO IPIOCTAHABIIBATH JOCTYI BIadelblla TAKOTO cdUeTa K JHCTAHIHOHHOMY
oOcayxuBaHikw. To ecTh MONy4YaTelp IMOJO3PHTENBHOIO CYeTa He CMOKET cpa3y ke VIAIeHHO
paclopsuThes JeHbraMH, IepeBecTH HX Ha J000H Apyrofl cdeT, 4TO OOBIMHO cpa3y /IeNarT
MOIIeHHHKHN. UToOB pa30IOKHPOBATE STy BO3MOMKHOCTE, BIaZelBIy CUeTa IPHASTCH IIPHITH B
oTAeneHne OaHKa ¢ MAcIOPTOM, Ha YTO BPSI I HOMAYT APONMepsl. B To ke Bpems OyIYT cOOTIOIeHEI
BCe TPasKIAHCKIIe TIPaBa T00POCOBECTHEIX OAHKOBCKIX KIHMEHTOB.

Bank Poccnn moseimaer tpeGoBaHHS K OaHKOBCKHIM IIOJICAM CTPAaXOBAHIS OT MOIIEHHHIKOB,
YTOOBI B CTPAXOBKH OBUTH BKIFOUEHHI CIYYal BO3BpPaTa CPEJCTB MPH aTakaX COIMATBHBIX HMHKCHEPOB.
Peur 0 mro0BIX caydasx, KOrja KIHNeHT J00POBOIBHO MePeBOINT ASHBIH MOIISHHIIKAM ILTH PACKPBIBAET
uM OAHKOBCKIIE CBEIEHHS, TO eCTh MPII aTakax TeledOHHBEIX MOIIEHHIKOB, OHTAllH-MOIIEHHIKOB. Bee
5TH CIyYaH JOLKHBEI BKIHOYATECS B CTPaXoBOe MOKpEITHE. [IpH 3TOM I3 HOKPHITHA MIAHIpPYeTCd
ICKIIOUNTh CIydYal, IO KOTOPHEIM OaHKH 00f3aHBl BO3MEINaTh CPeacTBa KIHeHTaM o 3akoHy «O
HAIIOHAIBHOI IIIaTEKHOI cHCcTeMe». JTO BCe CIydal, KOrJa MOIICHHHKH IMOXHTHIN CpeJcTBa,
HCIOIIB3YS KAKIe-TO TeXHOJIOTHYecKIe IPHeMBbl, HAlpIMep, 0e3 Hellocpe/ICTBEHHOT 0 YUacTHs Yel0oBeKa.

B oktab6pe 2023 roga BCTYNNI B CHITY 3aKOH 00 ONEpaTHBHOM B3aUMOASHCTBHN MeXIy baHKoM
Poccnmr 1 MBJI. CoTtpyaenkn moannun moxyanan goctyn k 6ase @urIIEPT. xoTopas B cBoro odepens
momonuseTcss  ceemeHmsaMu ot MBJI. Otn gameble moMoryT OamkaM s¢ekTuBHee BecTu 00prdOY ©
MOIISHHIYECKIMI CIIICAHILIMHA CPEICTB ¢ 0aHKOBCKIIX KapT, B TOM HIICIe C IICIIOIb30BaHIEM MeTOI0B
CONNATHHOI MHKeHepHI. PaHpIne mpi paccMOTPeHHN Ael O MOIIeHHHYeCTBe MHOTO BpeMeHH yXOIHIO
Ha 3alPOCH JaHHBIX U [EPEHCKY Mek/1y MPaBOOXPAHHTEIBHBIMI OpraHaMi un Oankami. Terneps oOMeH
JAHHBIMI OYIeT IPOXOIHTE OIMEPATIIBHOY.



B crpykrype MBJI Poccmm co3gaHo crnenuaan3mpoBaHHOE
mojpasielneHne — YHpaBilieHHe IO 0opb0e ¢ NPOTHBONPABHBIM
HCII0JIH30BAHHEM HHPOPMANHOHHO-KOMMYHHKAIIHOHHBIX
TeXHOJIOTHH, COTPyIHHKaMH KOTOPOTO Ha IIOCTOSHHOII OCHOBe
MIPOBOIUTCS MOHHUTOPUHT CUTYAITHIIL.

B xozme MOHHTOpHHra ceTH ycTaHABIHUBArOTCA VIHTepHeT callThl,
(dopyMBI, 3aKpBITBIE YaThl, HCIOIb3yeMBIe /I OpraHH3allHH U
peann3anui BeIIEYKa3aHHBIX IPECTYITHBIX CXeM.

Ha wuH}OpManmmoHHOM pecypce MOaHHOTO OpraHa MOJXKHO
MIONTYYUTH HEOOXOIUMYI0 METOANYECKYIO IIOMOIIB, a TAKXKe COOOIINTH
O 3IIOYMBIIUTIEHHHKAX, PaCIpPOCTPAHSIOMINX 3alpelIeHHYI0 TN
JIeCTPYKTHBHYIO HH(OpPMAIIIIO

Ha caiite I'Y MBJI Poccun mo r.Cankt-llerepyoypry m
JlennHIrpaacKkoii 00JacTH pa3MeINéH IOCTYIHBIN IS BOCIPHSATHI
TeMaTU4decKHil BHAEO KOHTEHT, CcoOAepXKallmil KaKk KOMIIIeKC
OpopUIAKTHYECKUX Mep, TaK H  Pa3bSICHIIOMHN  CIIOCOOBI
OPOTHBOAEHCTBHA  37I0yMBINUIeHHHKaM. OdunnameHsiii  caiT:
www.78.mvd.ru. AHaTOrHYHbIe CTPAHUIBI €CTh B COIHAIBHOI CeTH
«BxonTakte», https://vk.com/spb_police u B  MecceHmKepe
«Temnerpam», rae pasMenieHs! IIUKIBI BHISO-POTHKOB, CBSI3aHHBIE CO
3BOHKAaMH €O CTOPOHBI THUIl, JefICTBYIOIINX OT HMEHH CIyXO
OesomacHocTH  0aHKOB, mpHoOpeTeHHeM B ceTH VIHTepHeT
TYPHCTHYECKHX ITYTeBOK U MPHOOpeTeHNeM HIN NMpoaaxeil ToBapoB U
yCIYT Ha 37TeKTPOHHBIX TOPTroBBIX IIomankax (Asuro, FOma u ap.).

TEJIEOOHHOE " NOMHHTE "
MOLLEHHWMWYECTBO He cymectByer 100% MeToauk 3ammThbI

oT TeJleq)OHHOFO H HHTEpHeT

3BOHAT 3 6aHka. loBopsAaT 06 MOIIICEHHHYeCTBA.
yrpos3e BawmMmM feHbram Ha c4yeTe
M NPOCHAT NepeBecTU AeHbrum Ha

Apyroh cuyeTt. CnpawwneaoT Eciin Bl He YBepeHbI B IPABAJIbHOCTH
AaHHbIe KapTbl.

CBOMX JIeHCTBHI IIPH COMHHUTEJIbHBIX
TeJ1ehOHHBIX KOHTAKTAX H HHTEpHeT-
MossoHuTe No TenedPoHy, KOTOPbLIN yKasaH Ha KOMMYHHKAIIAAX .

pawen 6aHKOBCKOW KapTe, COTPYAHMK 6aHKa
MPOACHMUT CUuTyaunw

SBOHAT W COOGAIOT O BLIMIPLILIAX, 1) He orBeuaiiTe Ha HeH3BeTCHbIe Bam
BEINRTAX, KOMDEHCOUUAK-U T-A- HOMepa Te/1e(pOHHBIX BHI30BOB H

CMCMMC) 3anpocos;

Ecnn BO Bpems pasrosopa Bac NPOCAT 2) He nepexoJuTe nmo HEH3BeCTHHIM
COBOPMINTL. (SRR, P10 Momahuan BaMm nHTepHeT-CCHLIIKAM H KOHTAKTAM;

3BOHAT U coobuW,arT, 4TO 6NMU3IKUNA .
yenosek nonan B 6eay, NPOCAT 3) He moab3yiliTech HHTepHET

nepesecT™m OEeHbrru.
COeIHHCHHEM, KOoIrJla OH Bam He HY/KE€H Ha

cMapT(doHe H KOMIbIOTEpE;

Cnpocurte ums, PaMunNmnio 3BOHAWEro wm
HaspaHue opraHMaauum, KOTOPYIO OH

npepnocrtaensaer. lNpekparnrte pasarosop v 4) He nepeﬂaBaﬁTe H He ocTaBJisiere
noasoHnTe 6IIH3KOMy HYenoBekxky. E_'CI'IM
€ yaanocs, cam Hangurte ¢
Tenae%soarcorg;;;iqn:au:u, OT MMeHn :OTODDIﬁ 6bin CBOH nePCOHa'ﬂbele HaHHbIe Ha
00IeIOCTYNHBIX pecypcax He IPOXoJuTe

3BOHOK, ¥ BbIACHUTE, YTO CNYYWIOCH.
COMHHTEJIbHBIX aHKeTHPOBaHHﬁ.







HHP®OPMAIINA
0 BO3MOKHOCTH YCTAaHOBJIEHHS Tpak;JaHMHOM 3anpeTa (orpaHHYeHNs) Ha OHJIaltH-OIepaIii,
B TOM 4YHCJIe Ha 3aKII0YeHNe KPeAUTHBIMH OPTaHN3alIsIMI ¢ HIM JIOTOBOPOB IIOTPeONTEIBCKOro 3aiiMa
(xpeanTa), B IeNIX IpeIyIpeskIeHH] MOMeHHIYecKNX JeiicTBHil co CTOPOHBI TPeThUX TTHIT

IIyaxktom 7.1. llonoxkenmas «0OO0 ycTaHOBIEHUH
00sg3aTeNBHBIX TS KPEIUTHRIX OPraHM3anuil TpeOOBaHMIl K
ofOecrnedeHni0 3amuThl HHGOPMAIIMK TIPH OCYIIECTBIEHHH
OaHKOBCKOH [IeATeTbHOCTH B MEIIX MPOTHBOIACIICTBHAA
OCYIIECTBIIEHUI0 IIEPEBOJIOB JIEHEKHBIX CpelIcTB 0Oe3
cornacus KIMeHTa», paspabotanHoro IleHTpaapHBIM
bankom Poccuiickoit @enepanmn ot 17 anpens 2019 r. Ne
683-I1 ompeneneHo: «B yenix  wHpomueooelicmenn
OCYUecmeneHl0  Nepesooos OeHENCHbIX cpedcmé 0Oe3
coanacua KiueHma KpeoumHvlie op2aHu3ayiill 6 ciyyasax, npedycCMompeHHuIX 002060pamil ¢ KIUeHmamu,
cooepacaujumu yclo6usa ykazauHozo 6 yacmu I cmamou 9 Pedepanvrozo 3axorna om 27 urona 2011 cooa
Ne [61-@3 «O nayuownanoHoii nnamedxcHoii cucmemer (Cobparue szaxornodamenvcmeéa Poccuiickoii
Deoepayuu, 2011, Ne 27, cm. 3872) docosopa 06 ucnoib306aHul 31eKMPOHHO20 CpeOCcCmEa niamesica, Ha
OCHOGAHUU UX 3AAGNEHUINl YCMAHAGIUEAIOM 6 OMHOUIeHUU Onepayuil, OocyUecmeiieMvlx C
UCNONbL306AHUEM YOANEHHO20 00CHYNA KIUEHMO6 K 0Obekmam UHGopMayuoHHOU uH@pacmpyKkmypol
KPeOumHuIX opzaHuzayuil uepes uHpopMayuoHHO-meneKOMMYHUKAYUOHHY0 cemb «HHmepHem»,

CPAHUYEHUA Ha OCYUjecmEleHie onepayuti KiueHmamu 160 ocpaniieHus MaKCUManbHol CyMmbl OOHOII
onepayuu u (unu) onepayuii 3a onpedenexHvlll nepuood epemenu. OzpaHuyeHts NO onepayusmM Mozym
ObLIMb YCMAHOBIEHbl KaK HA 6ce onepayuil KTUeHmos, makK i 6 paspese 61008 onepayuii».

IlenTpobank oba3anm OGasku ¢ 1 oxrsa6ops 2022 roga OpeIoCTaBHTh KIHEHTAM BO3MOKHOCTH
COOCTBEHHOPYYHO HAKIIaAbIBaTh 3alpeT Ha OHIAiH-ONepallii U OTPaHWYMBATh X IIapaMeTpsl (KaK IpH
KpeINTOBAHHUH, TaK H NPH JCHEKHEIX IIepeBOIax ).

CaMozanper HA KpeIHTHI, 9T0 3T0?

OTo orpaHHYeHne, KoTopoe OaHK MO 3agBIICHHIO KIHEeHTa HaKTaJsIBacT Ha OIepanum,
OCYIIIECTBIsIEMbIE C IMIOMOINBI0 YAATIEHHOTO JIOCTYIa depe3 HHTepPHEeT. 3alpeTuTh MOKHO KaK OTASIBHO
KpeJINTOBaHHe, TaK U JIPyrue OaHKOBCKHE OMEePaIiii WIH YCTAHOBUTH MAKCUMAIIBHYIO CYMMY.

[Tpuuar ¢enepanbHEIT 3aKOH', IO KOTOpPOMY Tpa’k/laHe MOTYT yCTaHaBIABaTh caMoO3anpeT Ha
BBIJIaYy KPEJMTOB, KOTOPHI Ha4dHeT JieiictBoBaTh ¢ 1 mapra 2025 roga. MoxkHO Oyjer ycraHaBIMBaTh
3ampeT Ha 3aKIOUYeHNe JOTOBOPOB IOTPEOHTENBCKOTO 3aiiMa ¢ OaHKaMH U MHKPO(DUHAHCOBBIMU
opramm3amusamMa  (M®PO). T'paxkganam nmaayT mOpaBo IoJaTh BO Bce KBanupUIHUpOBaHHEIE OOpO
KPeIUTHBIX HCTOPHH 3asABIeHNE dYepe3 €IMHBII IOpTal TOCYCIYT, a TakkKe 3alpOCUTh HHPOPMAIII O
HATMYUA B KPeIUTHOH WCTOPUN CBeMeHWil O TakoMm orpanmdeHnd. K 3asgBienmio HYXKHO OyJer
npuxkpenuts nanHele CHUJICa.

CHsTh 3ampeT MOKHO OyJieT B 1000€ BpeMsi, HO B3ATh KPEAUT MOJIYIUTCS TOIBKO MOCIE TOr0, Kak
JlaHHbIE TMMONaAyT B KPEJUTHYI HCTOpHio. JlemyTaThl CUHTAIOT, YTO TAaKOH «IEPHOJ] OXJIaXKICSHUIS»
[MO3BOJIUT HMCKIYHTh PHCK MOIIEHHHYECTBA C OJHOMOMEHTHBIM CHSITUEM 3allpeTa U 3aKIH4YeHHEM
KpPeIuTHOTO JIOrOBOpa.

B kakux cay4dasix crodT 0pOpMHTH caMo3anper HA KpeanT?

Kateropmii mromeil, KOTOPBIM PeKOMEHAVIOT oGOpMHUTHh TAaKOH caMoO3alpeT, HeT. B HacTosmee
BpeMs FOPHCTHI PEKOMEHIYIOT JIeJIaTh 3TO JINYHO, B IPHCYTCTBUH COTPYIHHKA OaHKA M caMOro KIIHEHTa, C
0OBIMHOIT monmuce0 (HenecooOpa3HO HaAmMUcaTh 3asBICHHSA O 3alpeTe BO Bce KPYIIHBIe OAHKH, a Kak
MHHHMYM B Te, I'Jie BBl KOTAa-JIn00 00CIyKUBANCH IO Ae0eTOBOI KapTe, KPeAUTHOI KapTe, KPeAuTy.

Kak odopmuTs camo3anper Ha KpeauThl 9epe3 «ocycayrm»?

C 1 maprta 2025 roma camo3ampeT Ha KpeauThl MOKHO OyaeT BeIcTaBHTH Ha «l ocycmyrax», ¢ 1
ceaTsaOps 2025 roga — B M®ILI. DT gaHHBIE aBTOMATHYECKH MOHAAYT B OHOPO KPEIUTHBIX HCTOPHIL.
banku, xoTopsle 3ampammBaroT HHGOPMAaNWIO B OIOpPO, YBHAAT BHICTaBICHHbIE OrpPaHHYEHUsA Ha
kpeanToBaHue. Iloka 3Ta onnug HemocTyIHA.

Mo:xHo 11 0pOPMHTH caMo3anmpeT Yepe3 OaHKH, MEKPO(HHAHCOBBIE H IPYrHe OPraHH3aman’

IToka 3TO eIMHCTBEHHEIN BapHAHT U OH YK€ BCTYIIHI B CHITY U AeiicTByeT ¢ okTA0ps 2022 roxa.







B otnenpHBEIX OaHKaX MOKHO HammcaTh 3asgBIIEHHE O 3alpeTe OHIAiTH-KpPeTNTOBAHUS KOHKPETHO B
HUX. Takas ommus ecTh MPAKTHYECKH BO BCeX KPYMHBIX OaHKaX, HO €CcTh Te, KOTOpble OyayT mpoTuB (K
HUM HeOoOXOJHMO OTHOCHUTCS CKeNTHYecKH, T.K. OHH He COOTBETCTBYeT pekoMeHmammsaM lleHTpobaHka
YTO IOBHINIAET PHCKH 3a€MINHIKA ).

VcnoBust u mopsaok o OpMIEHUS TaKOTO 3allpeTa CeroIHs YCTaHaBIHBaeT OaHK.

AHaIIOrM4HbIE 3allPeThl MOKHO HAIlPaBUTh U B MUKPO()HHAHCOBBIE OPraHH3allid, HO TeXHHYECKH
c/enaTh TO Oy/JeT ClIOoXHee T.K. UX CIUNIKOM MHOTO, 3aPeTHCTPHPOBAHEI OHU B PA3HBIX PErvoHax, a o
CYIIECTBOBAHHH HEKOTOPBIX MOJKHO IIPOCTO HE 3HATh.

Mo:kHO JIH CHATH caMo3ampeT?

Ja. MoxkHO 3anpeTHUTh BBIIaBaTh KPEJIHTH Ha CBOE MMS, IIOTOM OTO3BaTh 3aIIpeT, IOTOM 3alPeTHTh
cHoBa. [[eHTpoOaHK HUKaK He OrpaHHYHBaeT KOJMIeCTBO TaKUX MPOIETyp.

IL1rochl H MEHHYCBI CAMO3aNpeTa HA KPeIHThl.

[Tmroc odeBMIeH — camMo3ampeT Ha KPeUTHI IIOMOXKET 3alTHTHTHECA OT MOMTEHHUKOB. A BO3MOIKHO,
A OT CIHOHTAHHEIX IIOKYIIOK — KPEAHTHl BEIJAIOTCS OHIAHH 3a HecKoIbko MHHYT. Ho ecimm mpunmertcs
exaTh B 0aHK, 9TOOBI CHIMATh CaMO3aIpeT, BeIUK IaHC IepeIyMaTh.

MuHYC TOTBKO B TOM, UTO €CJIH BB CaMH COOEpPETECh B3ATh KPEIUT, TO MPUAETCS ITOTPATUTh BpeMS
1 CXOINTh B OTAeNeHHe OaHka. bompimoil mpobieMbl B 3TOM HET, OCOOEHHO €CIIH BBI JKUBETE B TOPOIIE,
rjie ectb orneneHne Oanka. Ho ecim BB mpokmnBaeTe B MalleHBPKOM TODOJIKe, I'Zie OTJelIeHHil HeT U He
XO0dYeTcsd HUKY/IA €XaTh, TO 3TO Mpo0IeMaTHIHO.

B mpunnume, onnaitH-kpemuT — 3TO yA00HO, HO cHcTeMa OyJleT XOopoIlla TONhKO TOTja, Korja
KaKJblil TpakKAaHUH OyJeT obmamaTh cBoeil KBamHmUIIIPOBAHHON 3II€KTPOHHOI IMHGPOBOI IOIIICHIO.
He npocroii, a nMeHHO KBaTNUIINPOBAHHOMN, KaK, Ha[PIMeD, Y CYAeii.

O06e30macHT JIH cAMO3aNpeT MOJHOCTHI0 OT MOMIEHHAKOB?

[lonHOCTRIO — HET, OHAKO OH CYHIECTBEHHO YCIIOKHUT MOIIEHHHKAM 3aJady U KaKk MHHHMYM
3aITUTHT OT HEKOTOPBIX CXeM M OT MTOTEPH KPYITHBIX CYMM.

Kak oGe3onacuTh ceds1, MoOKa 3aK0H He HAYA eHCTBOBATH

Ecau BBl X0THTEe O0)OPMUTHE NMEHHO caMoO3alpeT Ha KPEeIWTOBAHIE WIH MEPEBOABI, 3TO MOXKHO
clelaTh HeINocpeAcTBeHHO B OaHke. KoHewHo, moTpeOyercs BpeMs, 4YTOOBI 0OOpaTHTbCI BO BCe
KpeIUTHBIE OPraHM3allui, HO JUIS Hadala MOJKHO IOJaTh 3asBICHHS B OaHKH, YCIyraMH KOTOPBIX BBI
KOIJ1a-1100 [0JIb30BaIUCh.

Ceifuac y HeKOTOpBIX OaHKOB €CTh CIHelHAallbHas II0CIIeI0BaTeIbHOCTh JEHCTBUH JUIS OHIIAMH-
KPeIUTOBAHUA, YTOOH M30eKaTh MOMIEHHHYecTBa. HampuMep, CUeT 3aeMINHKa MOTYT 3a0I0KHPOBATh,
eCI OH IEITaeTca cpa3y JKe IoclIe IIOTyYeHHS KpeauTa CHSATh IIH IepeBecTH OeHbru. J{ug
Pa30I0KHPOBKH cUeTa MPUIETCS CBA3aThCs ¢ DAHKOM IIIH ITOCETHTH OT/elIeHHe JIHIHO.

PexoMeHIAIHHA:

FOpucThI cOBEeTYIOT pa3 B roj WIN MONT0/Ia 3alpalluBaTh OTIeT U3 OIOpPO KPeIUTHRIX HCTOPHIL. ITO
yiKe ceildac MOKHO cenarh Ha «[ ocycmyrax» - depe3 cailT 3aka3aTh BEIINCKY H3 Bcex bKH, B koTophIx
cojiepuTca HHPOpPMAIA O KINeHTe.

Taxke MOKHO HEPHOIAMYECKH IPOBEPATH CeOSA depe3 CHCTEMY CYAeOHBIX MPHCTABOB Ha caiiTe
@®CCIL. Jloctratouno ykaszatb PHMO, nmaty poxaeHHS U BHIOpAaTh peruoH, MO KOTOpOMYy Oyaet
NPOM3BOIUTHCS IIPOBEPKA.

He mepechinaiite Hukorga ¢gotorpadun macmopra — B HEKOTOPBIX CIydasx 3aiiM MOryT odopMHTh
mo GoTo WIM KOMHM JOKyYMeHTa. ECIH Ky/a-TO HYKHO OTIPABHTH JAHHBIE, JIyINle He TOJeHUThCS N
mepenmcarh WX. EcIH BaM cTano M3BECTHO, WTO OTH JIaHHBIE YiKe Ky/Ia-TO TONANH Ielecoo0pa3sHo
MeHATh macmnopT. [Ipm 3ToM, eclnHm MAacmOPT YKpadu HIH BBl €ro IMOTepsId, CIeayeT OOpaTHThCS B
MOJTHIIHIO.

Bo3pMmuTte TaMm crpaBKy O TOM, UTO ITaclopT YTepsdH, ¢ YKa3aHHEM JaThl. ECIn macmopT momajeT B
PYKH MOIICHHHUKOB, 3Ta COpPaBKa OyJeT OCHOBHBIM J0Ka3aTelIbCTBOM TOrO, YTO KPeOUT WU 3aiiM Opamn
HE BEI.

HMHorma MoleHHHKAM JOCTAaTOYHO TOJBKO MACMOPTHBIX JAHHEIX, MTOTOMY HX TOKe CTOUT Oepeds.
He coobmaiite maHHBIe mo TenedoHY WIH B COICETSX, HE BBOJNTE JAHHBIC HA HEIPOBEPEHHBIX H
He3allUIeHHBIX caiiTax (B aJpecHOll CTPOKe JOLKHO OBITh M300pakeHIe 3aKpBITOTO 3aMKa). B ciydaae
3BOHKa «m3 OaHKa» He pa3roBapHBaiiTe CcO 3BOHAINNMH — oOOImaiiTech B 4YaTe MOAAEPKKH Ha
o¢uIIAaTEHOM caliTe IIIN B IPIUIOKEHIH TH00 ITepe3BOHUTE B OaHK CaMOCTOSTENbHO
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Haunbonee pacnpocrtpaHeHHble
CXeMbl OHJTaUH-MOLIEHHUYEeCTBa:

BALL APYI OCTABWJ1 BAM COOBLLEHUE.
NEPENOUTE MO CCbIJIKE,
YTOBbI MPOYUTATDL

B nofo6HbIX NMMCbMaX 3/10yMbILLSIEHHUKU
CKpbIBAKTCA 3a MacKou nwopeun/opraHusa-
LLMU1, KOTOpble BXOAAT B Ball J0BEPeHHbIN
KpYr, YbM NMUCbMa U COOBLLEHUS He OO0JDKHbI
y Bac Bbi3BaTb NOA03peHUN. Jllogu CKNOH-

Hbl UOTU HAaBCTPe4y TeM, KOMY NOBepPSAroT:
nepexogsaT No cCCblJIke B NUCbMe U BBOOAT
CBOU JINYHbIe OaHHbIle.

MUCbMA OT TOCYOAPCTBEHHbIX CJT1YXXB
OuUwnHrosbie NUCbMa NPUXOAAT OT UMEHMU
pasfiuyYHbIX FOCOPraHoB C UHtOpPMaLLMen

0 NpeTeH3usaX, KOTOpbie BO3HUKIU

K Nosb3oBaTesNo CO CTOPOHbI FOCyAapcTBa.
Yauwe Bcero B nucbMax courypupyrot MBL,
®HC 1 ®MC, a TakxXe opraHuMsaLum
CUCTeMbl 3,paBOOXPaHEHUS.
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Haubonee pacnpocTpaHeHHble
CXeMbl OHIaMH-MOLEeHHUYeCTBa

COUMAJIbHASA MOOOEPXXKA

BnaroTBopuUTENbHOCTb U MELLeHaTCTBO —
NnobUMble TeMbl 3/10YMbILLNTIEHHUKOB.

YeM asMouMnoHanbHee obpalleHue K BaM,
TeM 6onblue 0OCHOBaHUK NOAO3peBaTb
MOLLUEHHUYECTBO.

MonynsipHble TeMbl NUCceM: 6naroTeopu-
TeNbHOCTb NOCNe CTUXUUHBIX BeacTBUN,
yenoeek B bepe, cbopbl Ha NnevyeHue.

Bbl BbIUIPAJTIA

CoobuieHne 0 BbIUrpbILLE U CCbITKOU Ha
CauT, roe AKo6bl MOXHO MONYYUTb NPUS.

0. OV-ONDEOHOID C

O 050 . QLase
O . Db SO &

C

O

ERONOTO O O

O C
O

EMGBONE O O

O

O

© O

(@]
O © 0 0 0 0 O C

@]

O C

o O

O

&)
0 B0 6 0 89 O L

O

O O
© O
SRS,
O O
o O
D
(@4 %)
o O
O O
O

O

O '@ OS@EEMEIRGN (O QYQ
O OO SO REGRENE O O
O O GO NEeNOMENGSE ©

OLL OS0! O

O

(@]
0O 60 g o 0

O

© ONOROSE

@ 0 e

@)
OO OO0 0O 0 Q0 OWee

O O

0 @ O ©
O



’;ﬁ@’oooocooo
Jlyywas 3awumta 7 ° 000000
o0 0 O O O O 0O O

OT KN6bepMOLIEeHHUKOB - ,
BEROSH) 0~0 © O O O O
cobnogeHue npasun R . 0600
LU(DPOBOU TMTUEHDI: BOO000O0O0O0O0O0
DS CGRORAROT0O O O O

- Ucnonb3ayuTe Tonbko nuueHanoHHoe M0,
perynspHo ero o6HOBNSIATE U BKKOYaUTe
aHTUBUPYCHYIO 3aLLUTY Ha BCeX YCTPOU-
CTBax.

RLLLEEY
Vil
3(1“’

o
ot

- BaxHble (hainbl XpaHUTE He TONbKO

Ha XXeCTKOM A UCKe KOMMbIoTepa,

HO M Ha BHELWHUX XEeCTKMUX AUCKaAX UNn B
06nayHOM XpaHunuuie.
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- Ucnonb3ynTe ABYX(haKTOPHY ayTeHTU-

00 Te o 00k
thKau,leo, HanpuMep, ANA 3aWUTbI 3N1eK- A EOE C H
TPOHHOM NoYTbl. 0653aTeNbHbI CNoXHble o0 o B
naponu u3 HesHavalmMx KOMBUHaLMK ByKB, SO et o
unpp u 3HaKOB, He MeHee 8 cumBonos. He ol o o
UCNONb3yuUTe OAUH U TOT Xe Nnaponb Ans Wl b
pa3HbiX cucTeM. MeHAUTe Naponu xoTs 6bl S . o o
pas B nonropa. B 0 O O
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Jlyywasa sawumra

OT KW6epMOLIEeHHUKOB —
cobnogeHune npasun
LU POBOUA FTMIrUEHbL:

- MpoBepsikTe BNOXEHUNA, NOSyYeHHbIe

Mo 3NeKTPOHHOM MoYTe, C NOMOLLbHO
aHTusupycHoro 0. C oCTOPOXHOCTbIO
OTHOCMUTECb K CalTaM C HeKOPPEeKTHbIMU
cepTudukaTaMu. ByabTe BHUMaTENbHbI NpU
BBOAE YYETHbIX [ aHHbIX Ha CauTax U BO
BpeMs paboTbl C OHNAUH-NNaTeXaMu.

- He nepexoaute no ccoinkam

Ha He3HaKOMble pecypcbl, 0CO6eHHO ecnu
6paysep npeaynpexpaeT 0 pUCKax.
UrHopupyinTe CCbIIKU U3 BCNNbIBAKOLWMX
OKOH, flaXKe eCliu KOMMaHUs MU NpoayKT
BaM 3HaKoMbl. He 3arpyxauTe tainbl c no-
L,03pUTeNbHbIX Beb-pecypcos.

- 3aBefuTe OTAENbHYIO KapTy ANs Onnathl
ToBapoB B MHTepHeTe 1 nogknwynTe
OMoBeLLeHMs NO onepaLuUaM Ha cyeTe
KapThbl.
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